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Introduction

Information Governance sets standards for all NHS Trusts on how information is held, obtained, recorded, used and shared.  Information Governance ensures compliance with the Data Protection Act 1998, Freedom of Information Act 2000 and the Department of Health’s Code of Confidentiality and the Caldicott Principles.

The appropriate use and protection of patient data is paramount.  This booklet will provide a guide to Researchers on the Data Protection Act 1998, ensuring that they are aware of their legal and ethical duties. 
The booklet also details guidance around the correct management and governance of research information.
Consent has to be at the heart of ethical research.  All research projects must have appropriate arrangements for obtaining consent.
In the past the NHS has relied on implied consent, but the introduction of the Data Protection 1998, Human Rights Act 1998 and Human Tissue Act 2004 now demands the NHS seeks informed and explicit consent from patients to use their information for research.

Guidance from the Department of Health states that where NHS staff wish to use patient information for research purposes, but have not been involved with the direct care of the patient, must obtain the consent of the patient to use their information.

Subject to explicit consent, patient information collected in the course of research must be retained for an appropriate period to allow further analysis by the original research team and to support the monitoring of good research practice by regulatory and other authorities.

Effective governance of research is essential to ensure that the public can have confidence in, and benefit from, quality research in health care.
The public expect high scientific, ethical and financial standards, transparent decision-making processes, clear allocation of responsibilities and robust monitoring arrangements relating to be in place for all Research.

Summary of Key Points

· Get explicit, written consent for both the collection and processing of any personal data from the participants in the research project.
· Tell research participants exactly what is going to happen to their information – ensuring the consent is explicit.
· The more open and honest about what and how a research participant’s data is going to be used, the more robust the consent.
· Researchers are advised to ensure that they follow best practice guidance for the correct management of their records in order to ensure compliance against both the Data Protection Act 1998 and the Freedom of Information Act 2000.

Further Advise and Guidance
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Data Protection Act 1998

The Data Protection Act 1998 (DPA) came into force in March 2000 and sets clear standards with which all organisations must comply, including all staff employed by Barts and the London NHS Trust and Queen Mary University.
The DPA protects personal and sensitive personal information that is held, obtained, recorded, used or shared by an organisation. 
Terminology

A Data Subject is an individual who is the subject of information.
Personal Data is information which relates to a living individual who can be identified from the information, or from other information which is in the possession of or is likely to come into the possession of the person holding the information.
Sensitive Personal Data relates to the physical or mental health of an individual
Patient identifiable information includes a name, full post code, pictures, photographs, videos, other images of a patient, NHS Number, Trust ID, Case-note Number or any information from which an individual can (could) be identified.
Anonymised information is information from which a person can not be identified. Completely anonymised information must have all identifiable information removed.
Pseudonymised information is where the information is given a “code/identifier” that links to back to the individual, but the individual can not be directly identified from the code/identifier. For example: 
First spreadsheet: Contains the patient details – name, address, NHS number, Trust number with a code/identifier for each patient
Second spreadsheet: The code/identifier for the patient, information relating to the research project and the patient – questionnaire, results of test.  

From the information on the second spreadsheet the patient can not be identified, however the fact that the researcher has access to the first spreadsheet makes the information in the second sheet ‘personal data’ under the Data Protection Act. Therefore, when sharing the second spreadsheet with outside companies, other researchers or individuals, full consideration must be given to complying with the Data Protection Act.

Processing refers to anything that can be done with information e.g. holding, storing, using, sharing, and destroying.
A Data Controller is an organisation who has a legal responsibility under the Data Protection Act for the correct management of all information.  Both the Trust and the Queen Mary University are Data Controllers. 
A Data Processor is a person, organisation/individual that processes information on behalf of the Data Controller e.g. another organisation processing test results, undertaking analysis on patient information. The Data Controller retains full responsible for the actions of the Data Processor.
The Data Protection Act Principles

The Data Protection Act is applied through it eight principles, all organisations (data controllers) must comply with all eight principles when using (processing) patient (sensitive personal information) information for research purposes.
Principle One
Personal data shall be processed fairly and lawfully 
Compliance with this principle ensures that a patient is fully informed on how their information is going to be used. The Trust informs patients that they might be approached by researchers to participate in a research project whilst being treated by the Trust.

All researchers must ensure that all individuals asked to participate in research fully understand: 

· The Research project remit and the reasons for undertaking the project e.g. clinical trial, dissertation, article for professional development. 
· What information about them is being collected e.g. name, address, current medical condition, next of kin details.
· Who will have access to the information during the project e.g. Trust staff, University staff, administrators, regulatory bodies. 
Note: Please refrain from using generic terms e.g. regulatory bodies - state the employing company/organisation of the regulator.
· What will happen to their information, where will it be kept e.g. kept in a locked filing cabinet, stored on researcher’s laptop, used as part of a presentation of the research project.
· Whether the information is being sent to another person/country e.g. sent to another Trust/company for processing. 
· How the information will be kept secure and confidential e.g. kept on Trust servers, password protected.
· How long the information will be kept for and when will it be destroyed e.g. kept for 15 years after the research project has finished.
All this information must be provided in the Patient Information Sheet to the patient.
Principle Two
Personal data shall be obtained only for one or more specified and lawful purposes
This principle states that when an organisation collects information it needs to be for a specified reason.  Once collected the information should only be used for that reason. This principle further enforces Principle One, where the individual must be provided with as much information as possible on the reason for collecting their information.

If it proposed that the information collected for research could also be used to support further research projects in the future or a secondary research project, this information must be provided to the individual at the time of collecting the information.

When a patient attends the Trust for treatment, the reason for recording the information is to document the treatment the patient received.  Using patient information for research is a secondary purpose; therefore, the patient must consent to their information being used for research. 

All patient information held by the Trust is confidential, therefore access to this information should be on a strict need to know basis.  When approaching patients to be involved in a research project, the following rules should be followed:

· If the patient is currently being seen by the Trust the current clinician must be healthcare professional to make the approach to ask if they would be willing to participant in the research project. 

· Where the patient is no longer being seen by the Trust, then the last treating clinician must be the healthcare professional to approach the patient to ask if they wish to participate in the research project. This could be done by writing to that patient, with a reply slip attached to the letter to the researcher.
· Where a large amount of time e.g. two years from the last date of treatment consideration needs to be given to whether it would be a surprise to the patient to be contacted by the last treating clinician.  If it is deemed that it would not, then the last treating clinician could write to the patient.
· If it is considered that it would be a surprise to the patient, then the patient’s GP should be approached to write to the patient to ask if the patient would be willing to participate in the research project.
Third Principle
Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed

Only information that is needed for the research project should be collected.  Information should not be collected, just in case it might be needed. Consideration needs to be given to the amount and type of information collected and be researchers should be able to be fully justified all information collected.
Fourth Principle
Personal data shall be accurate and, where necessary, kept up to date.

All information that is collected must be accurate and up to date. Where a research project will run for a long period of time e.g. 3-4 years, at appropriate intervals the researchers must ensure that they have the correct information relating to the patient e.g. write to the patient every 6 months to check their information has not changed, or each time a patient visits the Trust a procedure to check with the patient that their contact details have not changed. 
It is vital to keep an accurate set of records during and after the research project ends.
Fifth Principle
Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or purposes.
All information collected during a research project must be stored correctly and for the appropriate length of time.  The Trust’s Records Retention Policy has been approved by the Trust Executive Group.  This Trust policy sets the retention period for all research records e.g. 
· Research project records

· Main Health records of participants
· R&D general administration records

Trust arrangements for the storage/retention of all Research records
The research project records should be transferred to the Trust Records Centre, Prescot Street as soon as the trial has finished and they are no longer needed by the researching healthcare professional for reference. 

Further guidance has been written for Researchers on the management of their research project records and is on the Records Management Intranet Site. 

Trust Main Health Record
Where a patient has been involved in a research project, this should be clearly marked on the Trust’s retention sticker, with the date the research project finished e.g. Tick research box, enter year “2006”.

This will enable Health Records staff to clearly identify when culling and destroying patient health records in the future that the record needs to be retained for a longer retention period. 
Therefore, all researchers are required to obtain (from Royal London Health Records Library reception) copies of the destruction sticker and place these at the back of the patient’s health record for completion when the research project ends.

Further questions on the correct retention of all research project records can be obtained from the Trust Records Centre or the Trust’s Modern Records Manager.

Sixth Principle
Personal Data shall be processed in accordance with the rights of the data subjects under this Act.
Individual’s Rights
· To access  information about themselves that is held by an organisation

· To correct inaccurate information

· To prevent organisations using their information

· To claim compensation for damage and distress caused by a breach of the Data Protection Act

· To prevent direct marketing and automated decision making

· To request an investigation into an organisations possible breach of the Data Protection Act

Individuals have the right to obtain to a copy of information that relates to them that is held by an organisation.  Patients must be provided with contact details of a member of staff to contact should they wish to obtain a copy of the information that is held as part of the research project.
If a patient wishes to obtain a copy of the information that is held in their main health record, the patient should be advised to contact the Information Co-ordinators at Royal London Hospital.
In order to obtain a copy of the information held by an organisation, the individual must put their request in writing. The Data Protection Act states that all requests must be responded to within 40 calendar days of receiving the request.  
When providing a copy of information held on the individual abbreviations and/or medical terms used must be explained.  
The Data Protection states that an organisation can charge up to £10.00 for a copy of information that is held in electronic format, and up to £50.00 for information that is held in a manual format.
Further advice and guidance on how to deal with a request from an individual can be sought from the Trust’s Information Governance Manager.
Seventh Principle 
Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.

This principle ensures that all information held (both paper and electronic information) is kept secure, thereby maintaining the confidentiality of the information.
Researchers must be careful about where they store their research information. 

Trust staff:

The most secure place to store information is on the Trust’s network in a folder that has appropriate permissions set, only people who need to access the information can access it.

Further guidance on managing electronic records can be located on the Trust Records Management Intranet site, including how to set permissions to control access.

Researchers must ensure that all computer equipment is completely secure (advice can be obtained from the organisation’s ICT Departments) and has the latest anti-virus software installed to protect the information stored on the computer.
Researchers are not advised to store information on laptops, as they are more prone to theft, are not backed up resulting in all research data being lost if stolen or corrupted.
It is a direct breach of Trust policy to store any Trust information of a personal/home computer.
Where research project records are manual records, they must be kept secure e.g. locked filing cabinets in secure rooms.  

Where a patient’s health records are being used as part of the research project, the health records must be:

· tracked to an approved location, using the Trust Case-note tracking system
· arrangements made for the records to be accessible out of hours e.g. keys to the room left with security overnight
· filed in correct order e.g. name of patient, Trust case-note number

· Returned to Health Records when no longer required

· Never taken/moved off Trust premises

Eighth Principle
Personal data shall not be transferred to a country or territory outside the European Economic Area (EEA), unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.
 

There are two parts to this principle that have to be considered:
1. Assessment of the country on the protection of personal information

2. Meet a condition of Schedule 4 of the Data Protection Act and ensure transfer of information is secure

Assessment of Country 
All countries that are members of either the European Union (EU) or the European Economic Area (EEA) have similar data protection legislation in place, so additional requirements as detailed in the Data Protection Act do not need to be considered.

There are 25 EU Member States: Austria, Belgium, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Poland, Portugal, Slovakia, Slovenia, Spain, Sweden, The Netherlands, and United Kingdom 

The three EEA countries are Norway, Liechtenstein and Iceland.
Where patient information is required to be sent country outside of the EU or EEA an assessment must be made as to whether the country provides adequate protection for the rights of individuals, including their information.  
However, a number of countries have signed agreements stating that they will protect any personal information sent to them resulting in the need not to undertake as assessment, these countries are:

Switzerland, Canada, Argentina, Guernsey, Isle of Man, US Department of Commerce's Safe harbor Privacy Principles

Further information relating to this section of the Data Protection Act can be found on the Europa website http://europa.eu/index_en.htm
Compliance with Schedule 4 
In order to transfer personal information outside of the EU or EEA one of the conditions in Schedule 4 must be meet. The easiest schedule 4 condition to meet is:
· the data subject has given his consent to the transfer

When sending information abroad to another company, the researcher is still ultimately responsible for the information, so must ensure that any organisation receiving the information abide by all the Data Protection Act Principles.

The first principle states that individuals should be told how their information is going to be used, so if it is going to be sent to another country they should be informed.  
A number of researchers send information to the United States, so it is recommended that the patient explicit consent is obtained for this transfer of information, suggested wording is:
“The USA does not have a Data Protection Act as in the UK.  Coded information is going to be sent to [name of organisation] to process as part of this research project. [Name of organisation] will apply ensure your information is kept secure and only used for the purpose as detailed in the Patient Information Sheet”. 
Only Pseudonymised (coded) information should be sent outside of the Trust.  Further guidance on how to securely transfer information; please refer to the Trust’s Information Security Policy.
Caldicott/Confidentiality Code of Practice

The Caldicott Principles were introduced into the NHS in 1998. These principles were developed following a committee review by the Chief Medical Officer of how the NHS uses patient information for non-healthcare purposes.  The Caldicott Principles are:

1. Justify the purposes for which information is required.
2. Do not use patient identifiable information unless it is absolutely necessary.
3. Use the minimum necessary patient identifiable information.
4. Provide access to information on a strict need to know basis.
5. Are aware of their responsibilities.
6. Understand and comply with the law.
These principles are similar to the Data Protection Act principles and both support each other. The main aim of Caldicott is reduce the inadvertent disclosure of patient information by:

· where ever possible Pseudonymised or anonymise the information.
· Only allow people who have a strict need to know, see the information.
· Justify the need for collecting patient information.
The Trust Medical Director has been nominated as the Trust Caldicott Guardian.  Further advice and guidance on application of The Caldicott Principles should be directed to the Trust’s Caldicott Guardian.

Human Tissue Act 2004

The Human Tissue Act 2004 came into full force in October 2006.  This act states that a patient explicit consent must be obtained to use their tissue for research purposes.  The Trust has revised its Consent forms to obtain explicit patient consent.

The Trust has set up a Human Tissue Bank where Tissue collected for Research/training purposes will be stored.  The patient will be able to be linked back to the tissue.

Further information of the application of this piece of legislation can be obtained from the Trust’s Human Tissue Resource Centre.  
Health and Social Care Act 2001
Under common law all research using identifiable patient information requires the express consent of the individuals involved.  Section 60 of the Health and Social Care Act 2001 allows the Secretary of State for Health to permit use of patient’s medical information without their consent in England and Wales.  Approval is only given to support essential and medical purposes that are in the interests of patients or the wider public and where obtaining consent is impracticable. Disclosures of data to cancer registries and for the purpose of communicable disease surveillance have been approved by Parliament and have specific support under Section 60. 

The Act established the Patient Information Advisory Group (PIAG), which advises the Secretary of State on when patient consent can be set aside and under what circumstances.  The body is made up of representatives of patients, healthcare professionals and researchers, who consider proposals for support on behalf of the Secretary of State.  The group weighs up factors such as the public benefit of the study and sensitivity of data used.  Research must have approval from a research ethics committee (REC) and comply with the requirements of the DPA.  Section 60 is intended as a transitional measure while procedures for obtaining consent from patients or working with annoymised data are developed through the National Programme for IT (NPfIT).

There are a number of different reasons why it may not be reasonably practicable to gain consent, important examples being:
· Because disproportionate or prohibitive effort is required (e.g. when tens of thousands of historical records are concerned or systems are not capable of recording and respecting permission); 

· Because of the sensitivities (e.g. research into whether particular groups of people abuse their children - consent is not going to be forthcoming but research may be warranted
· Conducting valuable research on retrospective studies on the epidemiology of cancer, where consent cannot be obtained as the patients have died.   

The regulation of Section 60 is undertaken by the Patient Information Advisory Group (PIAG).  PIAG has considered applications seeking Section 60 support to allow patient identifiable information to be processed without consent by the following databases: 
· NHS Wide Clearing Service (NWCS), 
· Hospital Episode Statistics (HES) database, 
· National Health Authority Information System (NHAIS)

· Patient Episode Database for Wales (PEDW). 
Where this is the case Section 60 of the Health and Social Care Act allows disclosure of health data to third parties within Healthcare without the Data Subject’s consent.  
Further information of PIAG and how to apply for Section 60 exemption, can be found on the Department of Health website.  

Part of an application to PIAG requires approval of the research project from the Trust’s Caldicott Guardian.  This request should be made in writing to the Trust Caldicott Guardian.
Freedom of Information Act 2000

The Freedom of Information Act 2000 provides individuals with the right to request a copy of information (not personal information) that is held by an organisation e.g. minutes of meetings, papers documenting expenditure of Trust monies, papers documenting decisions.

Details advice and guidance can be obtained from the Trust’s Freedom of Information intranet site.
Trust Processes

Honorary Contracts
All researchers that are not employed by the Trust or the University are required to hold an NHS honorary contract. Further advice and guidance on how to obtain an honorary contract can be obtained from the Research and Development Department.
Data Protection Research Form

The Trust has put in place robust procedures to provide assurance to the Trust Board that the Trust is fully compliant with all aspects of the Data Protection Act.  This is undertaken through the completion of a Data Protection Act Research Form (Appendix 1).
This form should be completed and forwarded to the Research and Development department with all the completed and final versions the research project papers, for example:
· Research Ethics Committee application form

· Patient Information Sheet

· Patient Consent form
On a weekly basis, the Information Governance Team will review all research project papers to ensure Data Protection Act compliance against the Data Protection Act.  Where there is an issue/concern relating to the research project, these will be communicated with the principal investigator for resolution.
Requests for Trust Health Records
Where a research project requires patient’s health records to be pulled, this request must be made in writing to the appropriate Health Records department on the Health Records Form.  

The form must clearly detail:
· The title of the research project

· The Research & Development number (found on the approval letter)

· Contact details of the person requesting the case-notes
· When the case-notes are required (providing at least 4 weeks notice)

· Patient name, Trust number for all required case-notes

· Whether the research project is commercially funded

· How long the records are going to be needed for, with the arrangements for returning the case-notes back to Medical Records department

	Data Protection Act Research Form

	R& D Reference:
	Office use only


	Principal Investigator/

Lead Researcher:
	

	Title of Research Project:
	

	Length Project:
	
	Months
	
	Years

	Source of  Data:
	 FORMCHECKBOX 
 Patient
	 FORMCHECKBOX 
 Staff
	 FORMCHECKBOX 
 Other – Please specify:

	
	

	Organisation involved in Research:
	 FORMCHECKBOX 
 Trust
	 FORMCHECKBOX 
 QMUL
	 FORMCHECKBOX 
 Other – Please specify:

	
	

	Purpose of Research:
	

	Who is the research data/information going to be shared with?


	Other NHS Organisations  FORMCHECKBOX 
 QM Staff  FORMCHECKBOX 
 Private Company  FORMCHECKBOX 
 Other (please state):



	Is the information being sent outside of the UK?
	     FORMCHECKBOX 
 Yes 
	 FORMCHECKBOX 
 No
	Will patient consent be obtained?
	      FORMCHECKBOX 
 Yes 
	 FORMCHECKBOX 
 No

	Is the information being sent outside of the EU?
	     FORMCHECKBOX 
 Yes 
	 FORMCHECKBOX 
 No
	Will patient consent be obtained?
	      FORMCHECKBOX 
 Yes 
	 FORMCHECKBOX 
 No

	Where is the research data going to be stored? 
	Please state the type of storage (e.g. computer or paper records), the physical location (departmental) and any security measures you have undertaken to protect the data.

	Will patient case-notes be used?
	     FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	Will patient consent be obtained?
	      FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No

	I will ensure my Research project is compliant with the Data Protection Act and the Department of Health Code of Confidentiality. 

	Signature:
	
	Print Name:
	

	Date:
	
	Email Address:
	


Office use only
	Date Approved by IG Team:
	
	Approved By:
	

	Comments/ Recommendations:
	


Application to request Patient Health Records 

This form should be completed by all staff who wish to request patient health records from any of the Trust’s Health Records libraries.

Reason for Requesting Health Records
	Clinical Audit
	
	Research
	
	Complaint
	
	Patient Treatment
	


Clinical Audit/Research Projects
	Title of Project
	

	Department Number¹
	


¹Audit Number - this will detailed on the Audit Passport.  Research – this will be R&D final approval letter

It is important that you clearly differentiate between these two types of project. The following resources have been provided as a guide to assist you:
Audit

The guide ‘Clinical Audit Information Pack’ is available via the Clinical Effectiveness Unit intranet site http://bltintranet/A-Z/Information/Clinicaleffecitivenessunit.aspx or contacting the CEU below.
Research

If your project is research and you have not applied to the Research Ethics Committee then please do so before completing this form.  Further information is available via http://www.bartsandthelondon.nhs.uk/research/getting_started.asp.
Further information and support

If you require any further advice regarding your project then please contact:

Clinical Audit and Patient Surveys: 


Research:
Clinical Effectiveness Unit



Joint Research and Development Office

Barts and The London NHS Trust 


3rd Floor, Rutland House, 42-46 New Road

9 Prescot Street
, Aldgate E1 8PR


Whitechapel  E1 2AX
020 7480 4830





0207 882 7272

Personal Details

	Full Name
	

	Job title
	

	Work address
	

	Directorate
	

	Contact number
	

	Email:
	

	Are you employed by Barts and The London NHS Trust?                  
	Yes  (     
No    (
	If No, what organisation do you work for?
	

	Do you hold an honorary contract?                                                   
	Yes  (     
No    (
	If No, have you signed a confidentiality agreement?
	Yes  (     
No    (


Request for Records

	Intended start date of project
	

	When are the notes needed by?
	

	Will the notes be viewed in Health Records?
	Yes  (

No  (

	If no, where are the notes required to be sent? 
	

	How will the notes be collected?
	

	Does this location have Case-note tracking location on PAS?
	

	How long will the notes be required?
	

	How will the notes be sent back to Health Records?
	


Please return this form to:

RLH: tel 14-3498 fax 14-3399
SBH: tel 15-7375 fax 15-7301
LCH: tel 16-2326 fax 16-3344
Terms and Conditions

· All staff utilising patients, patient samples and patient records are bound by the requirements of the Department of Health Research Governance Framework and the Department of Health Code of Confidentiality.  
· All staff are responsible for protecting the integrity and confidentiality of patient information

· Health Records will only supply patient health records for appropriately approved research projects, where patient consent has been obtained

· All clinical audit projects must be approved by the Clinical effectiveness 

· All requests to process Trust complaints, must provide the complaint number from Datix 

· At least 4 weeks notice is need to pull requested health records
· Upon receipt of request, Health records will inform the requester if the request to pull case-notes is accepted, when the notes will be available for collection, and the cost of pulling the case-notes (if applicable).  

· If the notes are to be reviewed in Health Records, the requester will be provided with a contact number to arrange/book a room in Health Records to view the records.
· All records must be correctly tracked on PAS

· All records must be able to be retrieved by Health Records as and when required

· All staff receiving records are responsible for ensuring they are returned to health records by the specified date
· It is advised that a higher number of records are requested than are needed for the project as it is unlikely that all records will be available when required

· All requests for health records must be submitted using this form, requests submitted not using this form will be rejected


Note: Failure to meet these terms and conditions will have an impact on records that are made available to the requester.
Health Records Requested

Please provide a list of all records that are required to be pulled

	Patient Name
	Patient Date of Birth
	Patient Trust Number

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Please photocopy this sheet if required or provide a printed list
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